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"We currently live in a world where extensive dossiers exist about each one
of us. These dossiers are in digital format, stored in massive computer
databases by a host of government agencies and private-sector companies.

The problems caused by these developments are profound."
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32 See: Daniel J. Solove The Digital Person: Technology And Privacy In The Information Age (NYU
Press 2004) Ch. 2: The Rise of the Digital Dossier, p. 13.
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Daniel J. Solove Justice Scalia's Dossier: Interesting Issues about Privacy and Ethics Concurring
Opinions 29.4.09.
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Practical Obscurity
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"Courts must recognize that their case files often contain private or
sensitive personal information - such as medical and health records,
employment records, detailed financial information... intimate family
information... and other personal and identifying information. In the
world of paper judicial records, the inconvenience of access provides

considerable practical protection for the concerned individuals."
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NPAIMPVINI YN YN IPIN 27N YN PY 9N DAPDY NTOPNRN DY

AYNI 1YY DONPIVUN TAINNN P0NY PHN BMNN M0 Y MIANDN Y Oprv .54

NN TN IWPN NINY DTN DY N9 NY22 DIVIO NRYI .NYY 0997 NN 09I NN

TINWN INNND NOY YN NPYI IR NPT DXVI9N NRYI ,DXINN 9N DXIPNDN

N0 ONP TNRN — DXVLOITN PIN DXANNYN NRYI IN ,(MNYD XON) IN) DYPNHY NN

YOP XN TN ND0N DN .OMPYY YW DX 1IRY M) IR IV NI 1NIAY DMATHVY

2Y YTNIN 55 DX AN .NDNN NINDA TI7 INITINYIND DX NIX WNNNN IPN D) 975 717N

25 N9 PN I20 — NN KOY VITVIRN NYID YN TV TVINND ,VIPM , DV IPMTIN
NPVIAN JTIIRD NINTN ¥ .MIANDN DY )Y

NPNIVPON MMV DY NOOWNI P NIV IPN DT IWPNL DYIVPNRN NYI INANY NPWN .55
MIYANNN ,D09MNN DIVIDNT NN 53T 1NN NON TN 1290 D1 DNPY NPWIN
NPTNN INNRDY ,HNY H19952 VNN RINNY — VYN 7Y IN P2THN HY DY MDA INNY
YN MDA NIPO IWAND VITOPNRD YTV ,NDID PP DY NYT NI IDIRY NPVIVN

99 5. PPN SWN 99199 19 NYYY HXITDTPNR MTIN Y 1Y 1N MNP N2 MTID

: Solove NNY INNNY

"If the release of certain information in public records does not make
one blush or reveal one’s deepest secrets, then what is the harm? I
contend that the nature of the harm stems from what I call the
'aggregation problem'. Viewed in isolation, each piece of our day-to-

day information is not all that telling; viewed in combination, it

5% Justice Debra Mullins, Judicial Writing in an Electronic Age, Supreme Court of Queensland, 21
December 2004, pl; quoted by: Karen Curtis (Privacy Commissioner of Australia) Access and_
Privacy: Getting the Balance Right (2005).

> Peter Winn “Online Court Records: Balancing Judicial Accountability and Privacy in an Age of
Electronic Information” 79 Washington Law Review 307 (2004) 315.

% See: Karen Curtis (Privacy Commissioner of Australia) Access and Privacy: Getting the Balance.
Right (2005).



http://www.privacy.gov.au/news/speeches/sp12_05.doc
http://www.privacy.gov.au/news/speeches/sp12_05.doc
http://projects.ischool.washington.edu/lawsymposium/docs/winnp.pdf
http://projects.ischool.washington.edu/lawsymposium/docs/winnp.pdf
http://www.privacy.gov.au/news/speeches/sp12_05.doc
http://www.privacy.gov.au/news/speeches/sp12_05.doc
http://www.privacy.gov.au/news/speeches/sp12_05.doc
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begins to paint a portrait about our personalities. The aggregation
problem arises from the fact that the digital revolution has enabled
information to be easily amassed and combined. Even information in
public records that is superficial or incomplete can be quite useful in
obtaining more data about individuals. Information breeds

information."”’

DY PNY NN A0 NNYY DY TPIRDA IYIN DITAY NMIN NNN NINT MNONN .56
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T2 DY NIPRY OOV TIY NN NPVIAY RO 2T MYHYN ORM .1NIN IUN D1 NPT

: 72 Solove 1wn

"The answer to this question is yes only if we adhere to the
dichotomous conception of privacy as a status, with information

being in either a secret private realm or an open public realm.

In order to protect privacy in the Information Age, we must abandon
the secrecy paradigm. Privacy involves an expectation of a certain
degree of accessibility of information. Under this alternative view,
privacy entails control over and limitations on certain uses of
information, even if the information is not concealed. Privacy can be
violated by altering levels of accessibility, by taking obscure facts and
making them widely accessible. Our expectation of limits on the degree
of accessibility emerges from the fact that information in public records

has remained relatively inaccessible for much of our history." **

NY3)N3 NN 7910 $1072 P9 HIPNRNN NPR MV NNA YN YY)D 2 mn .57
MNOY ,7YPN SIXNY NHN MY DNDID DINNNY IYIRD ¥NRN YR DIINN YW DHY
DNPVIAD NYIDIN NN PIIYNY O ,0N2

DYNNNIY VAVYNN NI INNI NN SYOIR YN DIDINN INRNIND NNV ,NO0N MYa .58
NYIOWIRD YN NOUN .OYTN Y199 29INR1DY Y 99N NNNN XINY NN D1VIVNN
DXYTN YN MNRND NP 1TV IMNX RNAND YT MDD OTX 99D NIWIND VITVINN

NIWHRY MIVHNN NYP SNNLHRD MPINT DIPMIVHVY DINNND — WINN ,PO»MIN NS
.. D) DY D2y DY ,DY0IVININ YV, DTON INVI DY NN - DIYNN NP NIPY
LINDD 19 NINDN 1)

°7 Daniel J. Solove, Access and Aggregation: Public Records, Privacy. and the Constitution, 86 MINN.
L. REV. 1137 (2002), 1180; see also Ibid: 1209: "The threat to privacy is not in isolated pieces of

information, but in increased access and aggregation, the construction of digital biographies and the
uses to which they are put."

¥ Solove, Access and Aggregation, 1173; See also: Solove The Digital Person, p. 143-149
T9o81 818 (1994) 808 (3) N 178 171V 1 YN MINKD DY 439/88 NIy INT DOPIN XNY2 DVNND Poys ¥



http://www.nevo.co.il/Psika_word/elyon/PADI-NG-3-808-L.doc
http://docs.law.gwu.edu/facweb/dsolove/Digital-Person/text/Digital-Person-CH8.pdf
http://docs.law.gwu.edu/facweb/dsolove/Digital-Person/index.htm
http://ssrn.com/abstract=283924
http://ssrn.com/abstract=283924
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"[W]hen courts permit these case files to become electronic and
connected to the Internet without proper safeguards, they will make all
this personal information available easily and almost instantly for
downloading, storage, searching, data compilation, aggregation, and
massive dissemination for purposes that were never intended by either
litigants, witnesses, victims, jurors, or others involved with or

connected to a court proceeding.”
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2 Winn Online Court Records , 315.


http://projects.ischool.washington.edu/lawsymposium/docs/winnp.pdf
http://knesset.gov.il/Laws/Data/BillKnesset/166/166.pdf
http://knesset.gov.il/Laws/Data/law/2143/2143.pdf
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"Many complainants told us they were distressed to discover — typically
with no prior notice — that this type of information about them was
available on the Internet for neighbours, colleagues and prospective
employees to peruse: ... ' Anybody, anywhere in the whole world, who
types my name comes immediately to this personal information.... this

situation leaves me open to criticism and mockery'®
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8 Office of the Privacy Commissioner of Canada, Annual Reports to Parliament 2007-2008 Report on
the Privacy Act, p. 24.
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"If the shift from paper to electronic court records takes place without
appropriate safeguards, we will celebrate the abstract value of the
free flow of judicial information at the cost of the privacy and
security of litigants and other participants in the judicial system. They
will lose not only their interest in privacy—their identities will be
subject to potential misuse by thieves, and their children may be
exposed to sexual predators. Instead of increasing social respect for the
judicial system, unrestricted access to court records will undermine
the respect and confidence the courts in this country have

traditionally enjoyed.®’
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"We have lived in a very forgiving world. The 'practical obscurity' of
paper judicial records largely sheltered us from the danger of
information misuse, while we prided ourselves on our "public' judicial

system.
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The world of electronic information is a far less forgiving place. It is
now forcing us to recognize - by our actions, if not yet by our words -
that the simple abstract rules developed for a world of paperbased
information may no longer suffice to resolve the complex problems of

judicial information management.

Courts have traditionally been vigilant in protecting individuals from
the misuse of sensitive personal information. They must now rise to the
difficult task of designing rules to protect litigants and third parties

from cyber-mischief and victimization.

The failure of the legal system to maintain the ancient balance between
access and privacy will lead to the greatest danger of all—inhibiting
citizens from participating in the public judicial system. The world of
cyber-justice should not be permitted to degenerate into a world where
victims of crimes are reluctant to come forward; where people are more
unwilling to be witnesses or jurors; and where the rich can seek out
private judicial forums to resolve their disputes, while the poor and
middle classes are faced with an impossible choice—either foregoing
justice to maintain their privacy and security; or permitting their
sensitive personal information to be commercialized or stolen, and
allowing the intimate details of their personal lives to be made available

all over the Internet.”
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