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2N NPLIBY MNPIND MDA DY NOPON .IND MIRKN PIN Y NPVIdN NN PIN SW DV

5y 192007, TN PINY 11 oy0 ANNN7, T INT . ZENPVIdN NNN PINA YaPIw M ANy
NNY VAVNN-NP NN NPNN GN WK 12 NNYHRN MMDIN DX T299 NIND NN AP THN NI

PN 10 9y © NIDN INY)I DOIPINY DOPIND MY, NPVINL DOYNIN DIPIND MIPNT WIP

Pn 10N

NTIAYD DIPNI NPVIAY MIH

NPVLIOY IMIT NN TAND PN TAIW 2D, INVINNA NXT VI NP PTN M2 9N, ¥ap) 12on M .30

NPAPINA DTRN MM NN DPPYY 7195 NINN . **NTIayN DIPN S¥ PIYYI DI NINY NyY
DY NPIYNN TIY PN, NTIAY YOND YN D32 MNADY NMT .NVHVYN DY P KDY DTN DD DY NN
MNIN NMNDI MNTL,OUNT ,TD . PIOYNN DY TIDN PIN MRNN JY NPY NDIND NNMPY, T

DNIND PTN N2 YIAP 11PN NHRNN

STINN NN HNIW A YHIND WA N¥HDNN , NPVISN NN PIN NYSNA YDHN PNRNN P79 AN IPONY , 09 N1y

PYOP 0N : D) INT; (1981) B2aWNNI 191997 Y7913 MYYNNI NITNI NP NYIND NTYND PIYNI T - NN
SYW LAYNI PIN NPIND DTV SV Y DY AN DT »NNPYIND DIVY MNPN — MHORIYIN NPIPNA NPVIAN NNV

.(11.4.2005 21p110179) Y7090 YTP¥2 NPV NNN NYNI NN
191, DLAYNN TIVN : INT NIMINNND DNHWA NPVIOY MIN YW NHNNY YW 1WA NV1aY ; (Y5 23 wrm) Nv 2

DT 2 19NY) I W YN WrRYPD MmvNn MWNIa (2007) y1Rn 2NN DINNA DPXPND NPNAY INSD, PaYm
MOT OW NYMY” INT DTRD 712D PAY NPVLIIY MDITIN P2 NIVIPN,NANIN NAPNN NOONT NN PIYY (7109
IMOTAY MINY DY NPNY IMODI LIV NNNNI,IVY THPHXINVIND MNP DTNN DY SYINRD DIVINI ... NI NPV

(347 314 (4)n) 779 791721 13 1n7ya SRoNIN 8483/02 N7y) MmN TAdY

.848 ,842 (4)2) 779,091 TIWN 1 HNIWA NNIND MDY DTND 8070/98 87xa 7

DTN NIPDY 9 NPoa ,(14.5.2006 DN T7D9) NN 2NN AN PTN_TA 1 NS 6650/04 8733 2
375,355 (3)0m 19 98IV DTN 1 NN 537/95 arwa P

.85 (2002) (V) VAVIYY NN NTIAY MY TAYN 2995 1YY NN MIN TN HW NPV NN 312790 1 *°



http://elyon1.court.gov.il/Files/04/500/066/a19/04066500.a19.HTM
http://elyon1.court.gov.il/Files/98/700/080/l09/98080700.l09.HTM
http://www.justice.gov.il/MOJHeb/YeutzVehakika/NosimMishpatim/zevet_maagarey_meida.htm
http://www.justice.gov.il/MOJHeb/YeutzVehakika/NosimMishpatim/zevet_maagarey_meida.htm
http://www.justice.gov.il/MOJHeb/YeutzVehakika/NosimMishpatim/zevet_maagarey_meida.htm
http://www.knesset.gov.il/protocols/data/html/huka/2005-04-11.html

NV, NTIAYD THYIND DY N TIIYN DY DN PV DIYNIN DINY N
DY NOTY NHONRY DTN IINT TPDON’ TN XD P9 NIVRY PSND PO0VNN

DTND 12D : TID"PIN D), NIAND, TINYNN NPVLIVY MO, PV . 'YITIN
TNYD TAIY IN DYDY THN 2”NY NI PPOYHN AN NDDN , IMPM

3 NN MNana

DPYPA NPV MOTI DY) MIND NNPIND NYIITH NN NIHYN 1IDH-V NLVNVYN N .31
: VNN NPPIN MDD DY

OIVTY 002700, TNYNN AY9IN §19) TID> MDTD NPVIAY M DY NTHYHNY
NMY DY MDND TaAYND NNYP DN P9 NYYIN TN NPVINT NP D
217w 2V %9 DY HYANN NN YD PaYHN DY IMD DY MONNONA T PNY,TD

20 amyt

,0I97 NYIN NN TAID NINPIND NN 2D YAPY ,OTR MM X PRM PTN N2 0) 31 7172 .32
:NTIAYN DIPNA D) NYN DTN NMDTY NN NN NNIND

"Respect for private life must also comprise to a certain degree the
right to establish and develop relationships with other human beings.
There appears, furthermore, to be no reason of principle why this
understanding of the notion of 'private life' should be taken to exclude
activities of a professional or business nature since it is, after all, in the
course of their working lives that the majority of people have a
significant, if not the greatest, opportunity of developing relationships
with the outside world. This view is supported by the fact that... it is
not always possible to distinguish clearly which of an individual's
activities form part of his professional or business life and which do

not n33

7272 NDVPITN DIV DY I PR TINIXL TPID QNN , NIV VITLVLIR MNOYY oN»NNa .33

:MVYN NYNN2 135 vap (The Article 29 Working Party) y 711 579802 n»y0190 NN

“[Tlhere should no longer be any doubt that data protection
requirements apply to the monitoring and surveillance of workers
whether in terms of email use, internet access, video cameras or

location data.” **

411,385 5 yr1a ,nw1nn 19990 MITADNN - AN YN NOWIOIDNX 70-4/97 (NN yraT 3!
VIV 19D HVIYNN VNN — NTIAYY DX THIN JPHI NPDININ NPINRD TIN IN NPVIYY MY ,MAY-OP 7T *2
805,775 (2003 ,» p5n)

¥ Niemitz v. Germany (1993) 16 EHRR 97, par. 29


http://ec.europa.eu/justice_home/fsj/privacy/workinggroup/index_en.htm
http://www.nevo.co.il/Psika_word/avoda/A4-70-97.doc
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: Copland yy2 >9Y71NMN 1710 172 0) ININKRY ¥Y2P 1PN T .

"According to the Court's case-law, telephone calls from business
premises are prima facie covered by the notions of 'private life' and
'correspondence' for the purposes of Article 8 §1 ... It follows
logically that e-mails sent from work should be similarly protected
under Article 8, as should information derived from the monitoring of

personal internet usage.*

NOANN . NTIAYN DIPNI NPVIY DIPHN VYN PR MNPIIIND YVAVN T MV | INT NOWD .

7255 N2IN,J9 DY . PVOVYN DI DX MPNA,NNND ,NTPNRNN 27NN DTRD NMDT DY 7HPNPIND
NP2 NYANN NN - TR DN, OUNNN XIN PIOYNN IWURD P NIDM TAYN DY NPVLISIN NN
,PP0YNN YV PPN MDY DY NT XIN SVINMITN MY YOION NVPDI IVTH TWYND , NNT NN

PLAVYN NN Y5 ,Poyaw ,rthe 'property fetish' of the Common Law” mon *Finkin-w nn
PAINRNNY NI DN TIVNY PN1I . PXOYNN DY PRPN MIT NI NDIM TAYN NPVLIY DY
PR D) NI NPVIY NP0 NN ID PRI ,MPDNY LIYNT YN IYNN,PIOYNN DY PINNA

DPVIAD MO DWW D

T Y9 DY YAPIN 1PIYI NPVIAD MIDTA NN PN, NPNRN NDINI N OIRIW N VAYNN

PIN N2 NN GR RN AN HoIpnn HY XD DTRN YW MDY NN NPVLIAY M7 :'DPoN
SRYTN NNYPNL NPVIAY INDT TAWY XIDON YNIN HDID NTIAYHD NN,V INVHNN NN XHDP
YHY DYDWNN YD ,NIPDNY YN TA0N PIN N1, DMIATH DIVANYN TITH TUYNNAY NON . 1DV
NNNODN NN D152 102 GNY,NDY VIVIND MNPYWA NPV NI NN DD NWNNN T

AIN MM INMNOY 70

719520 N98”7 HY NNPPA NIMN NN NPV MITH

P25 NPVIAY NYPIANN DY NMDT P ININ PONRI PTY NI, PT NYPIAN IV INOVONNA .

YD TA0IN PTN NP2 NMI )T OXDWNN,PPIOYN DY DIDIVMIN

DN, TN NONWYI |, 9729 110y NIPNN Y'Y NPNADN 1PN NIHDNLY
,NIDOND IN UMM, YT NNV IN DY IMINITOPIND INITI NPVID NN TN

D>INK OXT2W X PXOYNN NOMIN DY NIYIN 19NPY MINONA 12N D
39,,

* Article 29 Data Protection Working Party, Opinion 8/2001 on the Processing of Personal Data in the

Employment Context, (adopted 13 Sept. 2001), at 24.
3% Copland v. United Kingdom, 62617/00 [2007] ECHR 253 (3 April 2007), Par. 41.
% Matthew W. Finkin "Menschenbild: The Conception of the Employee as a Person in Western Law" 23(2)
Comparative Labor Law and Policy Journal (2002) 577, 634.
DTN PP 21 Npoa ,(14.5.2006 DN T709) NN Y NVIND AN PTN_N2 1 NS 6650/04 8733 Y
.(2003) 85 nYYI9N NN T 09N N B
.noSNNY 24 Npos ¥
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http://elyon1.court.gov.il/Files/04/500/066/a19/04066500.a19.HTM
http://www.law.uiuc.edu/publications/cll%26pj/archive/vol_23/issue_2/FinkinMenschenbild23-2.pdf
http://cmiskp.echr.coe.int/tkp197/viewhbkm.asp?action=open&table=F69A27FD8FB86142BF01C1166DEA398649&key=61533&sessionId=2129552&skin=hudoc-en&attachment=true
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp48en.pdf
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp48en.pdf
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MAXD NYPANN NI XD 19D NNIN DY ,7PRIN NDI090 NYPAN YW NNMNT NOND) ,TOD DONNNA
1119V D7RYTN MYTIN 121N NYVISD

INYTN NN DY NV NYD NYN NINY XOXN YD ... DXTYY NPNAN NHAND”
MIVPON INTT NN IDTN PRY YT YNNIV Td ... INIVPOIND
PN YD MIYONR N NP KON DHIDMLVIN TN DIYN D IMYD N N

A0y 172NN Y9I9) DOWHY DYTTND W MY

9 DY IPOYA NN NPVIAY TN DY INMDN INPIIIND VAVNI NN NPADN NMNN NN

YOPMID IO H91D 1NN - “Hmayn DIPNA PAYNN DY NYHNYNM NINXIND MO THN
Y PHRND JIN D, NN TIN NPV IMDT DY IYOD YPIAND TN - YX0PPIIN TION
PN MDA NPVLITY NANM 71PN 1IN A0 DTN YD ,YIDVWD DI INYN INPVID

TPINT 1NN M PN NPVLIAY MDD HY NNPPY ININD 197D NADN NIXN NN DY INANND
7Y INLINN NIN NN TRNRNN IPRY,OINDDI NN INT . MPNRD DN DIYY NI, MDY
PN PADNY YD MNHDTD DINIAD NRY NN PYT

NMMNY O ,O03NON 1PINT 12 W DAN , M) IWAND NPIINND NN
72280 29P2 DIPO DONY DN VAVYN NI : 1T INP DT . NINTNH 10N
NN ,NIPNN DY DNMN JNDN NXR DIDDOYN DN .0MY DXANND HY M2 H1272
D DXVMVYN HY DNMN PO P2 NAPP W NN KXY, 0NOY 7w HDovn”
20 NN YDIP R VAVYNT NP2 WK TY , D27 DMPN . ONIINN DI DY
IPON2 YN, MINK DIDDI,INNN AT NYRYD DYNY NYP ,TPNIIN N1NIAN
NINY (LAVNN N YT DY | TAYT) YAPIY NN RO NPVII : PENAINIIVIRDI

21509

NINMDN NI MAXY 1PN 1N NN 22D NNPONN NPON PONNY , 20D TPWHN P
NIV DNINND TININIVN SWVITNY DIVI ,MYTN NPNTNIVI I2VTH IWNRD TN NYP NIN
NIIND DY MDD M0 DY 27D HHD2 NYP Y 10 HYI MDIKD DN DX NPVIAY NINN
NYPNI 27NN POYN VAVYNN 1’2 DD 1T NDXON .7 MYTN NPNTNOV NN INPLIY WIVN
NONY NXTY,N2N TINA YNINY NN NN 2ININ )2 7D9807) GPWND 2990 IRD) NIYNNIND 1I9DNIVY

1) ,D099NN PTN POOY INKY ,NNY NOY ORIV YRR PRaa . 2iomdnsun oy maonn-N
SV MIYL NI HAPD NYP NI 1991, D55 NYITY MNDIN INDI WINOWN NTAIY 2D )WOD O
21722 NYVIAY NPNY DTN

720 NYPX NN NYPANIY MIYIRD NN DOVY | NIP PTN N2 TN DAY TITN DXYa N
NN DXPTI2 DN YD ,0NIYV 29 DY, N WTIN MPIOYINY NI ,NDY VITVINRN NNYPNI NPVID

.NvYNNY (2)26 Pyo

. (James v. Newspaper Crop., 591 F. 2d 579, 581 (10" Cir. 1979 ; 147 ,m50o»70 N2°202 npvI9 WY 4
2w pia®

(Kyllo v. United States, 533 U.S. 27 (2001 -5 mon pm»a ®
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http://techlaw.haifa.ac.il/papers/privacy.pdf
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PN 1T KD, NYPIAND DXOWNN 21720 1NNKRY DMATNNY IR YNNI .NDY D7RYTH NN
19 52N T XD - TN DOYNNA D) DAN .ANPLID NN DDA 1191 1AV YOIND 22D 92T Y8 72T
PN PAY TWUNY, NN NTIPID PTN DA VXNV, TION D7D INNN YPIP N VINYD Tayn Hv

Mr12390 SW NPOIDN MDA NYION NN MAININ 19INA POYY PPOYNY TWIND

, MOV 29D . AVNNA WHNWNT DY DI NYIXD VYN NN PND NI NIYIRND MININIVN

122N YD D1, NTIAYN DIPNI IWNNT NN DY 199070 NIV DY wonw »m Jeffery ,bwnd
Y910 PMY DY DIV TIY PHNI TN ANOYW DXVAVN 1PN, NNNN PNV D7NIT MYTINa

TN YOIV, VITOVIND NINOY 1PIN NN MO D) PIOYNN DI NMIT 1PN . ¥ THON N DY

DMOINN WM YL )9Y (gmail, hotmail) nw2 NNAW DY 7 VYN DINRITH NN NMYNNNI
NPVIAD MAXY NI K, NNYPNM AWNNT MIIWNI VIIVY MDD MYYD TAYNN D12 NNI
okl

M0 NN YAPI PADY 7920 DTN DY 927D 1D GWANND AN D) INDNIVN DY MNNINNN AN
YNNI DOYNNYNRN P2 D137 DY YN, 37 N NIN DINNA YTINN G210 . NPVIIY N1PNN
NINN IN T NPOVPID DY NMYNPYNN DD DY NN NN ,TINDNOVN BY MIDNN N1NIAN
NOND D) — D19 DOVIX DV DPN PN, 1D DY 11 . NMYNNND NN XT> DY NYNHINY
NYANN MIAN DY 1N MNOXNPIND MPNNND NPND MDY - NNIVIAY PNIYI AWNNI DOUYNNYNY
SY AYINN A NMOANNNY , AUYNNI Y IYN DY NONDIDDN DY )M, INYNOVN T DY
— MNS NTAY ANINI X NOPN N2 — DTN NN DIPH DI, 210N MY . MTTI NPVIN
DOYVINM NINNNND PNNNN IRV O TIN DN D0IN) 7IWIND AWNNH” DN 1TA0 DTN WY

AMN 0221010

NN N P MOX N PVIY MHOPNN MIPIAD I2T2 NVINNN , PP INDINY 9D | 1IN
DYVYPANY N DDMINY ,NIIYN DY 119 D) XX1 N2 NTHIA O NPPNN 127 7PDVPMIINY
D) 7PNN NVINNNY RTND NIN DVNND 1297 ,0N013 MTIN IWAND DI 27 YN WHNYND PYND

ooy

PPOYNY AWONN NIA0N NOBXN NN NN 15701 1I¥NY N, Hazel NN T NI 0O0W *9d .

NPVLIDN NN DY TAN NIPA NNY IWRY 72T, PTW HY NPLIDY MM N 9PN NN YR

: TroIpnn YW R DTND YW 1M ,DTND TIAD S NID

"If workplace privacy standards can generally be set by employers, the

danger is that these standards will invariably favour the employer

.nvoNNY 23 npoa #

* Jeffery, p.256.
72w pypa
.(2003) 85 NPV NN MT 091 IR Y
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interests over individual privacy, and will also become the norm to be
expected in workplaces which do not have explicit privacy-related
policies. This hardly seems appropriate for a right which protects,
among other values, human dignity. The danger of such approach is
exposed further when one considers arguments such as those claiming
that a real threat to privacy does not arise if an individual is aware that
potentially private activities might be being observed. This is not in
accord with the conception of privacy as pertaining to persons and not
to places. To give an extreme example: would employees stop visiting
the toilets at the workplace because they know it is surveilled by
CCTV? It can also be argued that if knowledge of surveillance results
in privacy expectations being lost, then privacy rights themselves will
diminish as people become more and more aware of surveillance

capabilities and practice."*®

:2001 M2 RYNA TIVIV DID DIDNN NITA DIXRINPN DNNIN NNT N0V 29D .47

"The Experts point to the dangers of the concept of ‘privacy
expectations’. An employee cannot waive his right to privacy. There
should always remain a core of privacy which cannot be contracted
away. Privacy expectations may be explicated, e.g. in the employment
contract or in a company policy, but they cannot replace the essential

and substantial level of protection. "*

:TPA0Y NDYANN NN YNNI NNT NPAYPRN NDOPPTN NN DY TRamn qun .48

"... [I]f a worker is warned in advance by an employer about the
possibility of their communications being intercepted, then he may
loose his expectation of privacy and interception will not constitute a
violation of Article 8 of the Convention. The Working Party would not
be of the opinion that advance warning to the worker is sufficient to

justify any infringement of their data protection rights."*

# Oliver Hazel "Email and Internet Monitoring In the Workplace: Information Privacy and Contracting-
Out" (2002) 31(4) Industrial Law Journal 321, 329.

4 Protection of workers’ personal data in the european union: the case of surveillance and monitoring
- final report - (12 october 2001; vc/2001/0159) p. 36.

0 Article 29 — Data Protection Working Party Working document on the surveillance of electronic
communications in the workplace 5401/01/EN/Final (Adopted on 29 May 2002) 8.



http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2002/wp55_en.pdf
http://ec.europa.eu/employment_social/labour_law/docs/dataprothendrixstudyreport_en.pdf
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NINYN . NA0N NY9ONN JNIN NN TN NNOADY NPRNHPN MPTN DY 159972 NOOY "NIN N

CIRmY nTayn Sy T8 KON TV MAYY NWPINN 191D NN NN

NIY2 NPV NYNHON DY NNPPY YNINNY PR ,IPPOY NTIAY YONd IUNRI , NPOTHIY PIYD
NYNAN DY NNPPA MTIND ¥, NNT NNN .(TYNHN2 INXI) 7NNO0N” IR M0 HY NHPXPIIVONP
,TPNPIN MDA NYNO 555 TITA DIPITNNY 19IND) DINYVN NNYY) XX DXRD )INIDY NPV

.29 ©IN D ONMDY,TPPIN NN TAVNY NIPNY ¥ NON DI ¥ ONM

NPV NYIN NN PITINY ,1PNDOVT NIVN DY YIANND DIXDWNN 1D DN JPNY PNIAD NIAY)
IR .NDOWA T DY DWUN ,NYPIANN DY VITVIRN MNY 1IN NPNYNNI 1PYN NIRNIND NNV
M0, PYTY,NMMPNN NN DY WIT DIV 1IN IDAN 2D, WI1TTN 1D NOYND NI D) T 1IN
NPVIAY NYPIANT DY NP DOV NPAD NN FTYN NN KD DX2XUNN MDY NIPNN

OV DRYTR MYTINA

NYVIDI NYNON NNTINI NVIIY NIV INT MIVN

MNININN , MPIAP NNV DY, DXDWNRN IWNNY NPXIN NN UKD VONND XHPP PTH N2 73D
1795 ,0°2WNN MYV DY MODINN 1210 IWNY,NTIAYN DIPNA NPVLID MRN NN

55 H5Y V) NYY NYN NOMNY NN YD, NYINN MY, TV NN DYT NHann"
TIND NN NI2AND NIY 22X DY NNOMNXNDN NIANND DY INTOVPONRD INITH M2
DYDY NPTN YNND 1IN S, 1MW IMDWN ,71PIVNN YONMNNDD ININD NO

1. 0PN

Sy NYPIANN DY NNPLIN NYNON NN PNAY DD, MWK . DYDY NN NN NNYL T NP .

9 DIRYTN MYTIN 19)N NN, DMYL 9 DY, DXWNN IPTI PHIY MINXINN MIVNN YPI
INND . TPANTNI NPX NPV NYNINY NVIDY DIYSNRD PAD MIVNHN PA NNPNND PN O IR
10 DXOPN DN NAY NPXOVPIFN JY NYPINN NN Y70 ¥ DXWNN VY NN PNIAD YP) 19N
,INT) . NTIAYN DIPNA ND WY N PVLIIN ANTIN 12D TN PXOND NIOIN NYPIN N NN
NI NI .NOY VI NYIND NYIDAN DY NYPIANT DR YTMD DNIN NN INDN KD DDYNHNY
NON , NPVIAY MDY DY NN N NNIDN” NYPIAND ONMY 1NN ROV P R WX MDY

ANYID NPLAYHN MNNN NN DI DN XINNY 1Y DINA ROYW NN D) DDWHNY

1) NOW L, OPWN Y720 DMPN DIDIVIN DY YIANND PIOYNN DY, NNP PTH NI DYONY 29D
9992 TN ON , DXTAWN HY NINTVPHNN NNYPND 1DIND MM HY 797 DY NON DODY YD
JONTN NN DYDY TID

S29YPRN TINNKN VIVNI D) NONPNN NYIN N .

3! See: M. Ford "Two Conceptions of Worker Privacy" (2002)31 Industrial Law Journal 135, 142.
.NoSNNY 4 Npos ¥

49

.50

Sl

52

53

54

55



15

"The employer must check if any form of monitoring is absolutely
necessary for a specified purpose before proceeding to engage in any
such activity. Traditional methods of supervision, less intrusive for the
privacy of individuals, should be carefully considered and where
appropriate implemented before engaging in any monitoring of
electronic communications.... The proportionality principle therefore
rules out blanket monitoring of individual e-mails and Internet use of
all staff other than where necessary for the purpose of ensuring the
security of the system. Where the objective identified can be achieved

in a less intrusive way the employer should consider this option."*

PIPEDA (Personal Information pn? (3)5 9yo5 on»nna Geist 180w %95 NP2 03 72 .56

: (Protection and Electronic Documents Act

"First and foremost, the statute features an “appropriate purposes”
provision ... This reasonableness clause creates a critical limitation on
workplace surveillance since mere employee consent to surveillance is

no longer sufficient to justify unlimited surveillance activities.”*

NIIWNY AN NITN NNIND DNYIAY DIOYNNNI VIPIVY NINNNY TAYNN DY 1Y NIpya nonn .57
I2)THY NYY MNAN D30, NNT . 20 NININY 29D MOYIN NNWN GIN 1N RPIIINRD VIVNIN
APYNN NMND NNTI TWRD . VAVYNT XN NOWNI OXTYN DY DMV 7NV HY MIVINI

: 9th Circuit-n nxowy Mary M. Schroeder nvawn Nans VaVNN YNI22 AWNIINN

"Many judges believe that less intrusive methods of administering an
Internet policy ought to be pursued before actually conducting
surveillance on employee Internet activity. Most court units have only just
begun to educate and inform court staff about Internet concerns... [sJome
judges believe we ought to give court units the opportunity to address this

in the first instance before monitoring."*

3 Article 29 — Data Protection Working Party Working document on the surveillance of electronic
communications in the workplace 5401/01/EN/Final (Adopted on 29 May 2002) 13, 17.

> Michael Geis, Computer and e-mail workplace surveillance in Canada: the shift from reasonable
expectation of privacy to reasonable surveillance (Prepared for Canadian Judicial Council, 2002) 22.

% Chief Judge Mary M. Schroeder, “Clarification of AO Correspondence on Intrusion Detection System
Shutdown” Memorandum of 11 July 2001 at page 4, cited by: Michael Geis, Computer and e-mail
workplace surveillance in Canada: the shift from reasonable expectation of privacy to reasonable
surveillance (Prepared for Canadian Judicial Council, 2002) 33.



http://www.cjc-ccm.gc.ca/cmslib/general/Geist_report.en.pdf
http://www.cjc-ccm.gc.ca/cmslib/general/Geist_report.en.pdf
http://www.cjc-ccm.gc.ca/cmslib/general/Geist_report.en.pdf
http://www.cjc-ccm.gc.ca/cmslib/general/Geist_report.en.pdf
http://www.cjc-ccm.gc.ca/cmslib/general/Geist_report.en.pdf
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2002/wp55_en.pdf
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ANNTN MAN D9 HY NV NYY NYNY PIYD NN TN, DXWNN NIYY 19 DY 11307 1)
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50,9995t DYDY TN INNY NI S IMYIAN 1MW ,N%aYNna

NPTN DIONY PTOY |, NIN WITOVW NN . NNYOLIN PIIVI TIND VNN YA PPT T NI XD
Y NPNIVPHRD MDNAY D7RITH MYTIN NIND DY MY TIN TIAYNHN PN NIIWNY DXOM
2Y MUY DX01 NIPNRD NV : PP PINNY 29D . ONIN NIPY TNS PRY NVIY |, O1TIYN
PIND XD (DXD)1M MNXYNDIN) DDV DINMD ONINN NIM, TPYIN PY YT HY RDY MNP

YOV D 1AYY NPT P K9 ,NDDY DN DXIAVY N1IANN Y9N PNIY DY )9 Y I Ty nn
1PN DYDY NN T DIYNN PN KD PYTY ,D7RITN MYTIN YD NN DRI

:Byaon Jeffery 19N

"... [O]ne may question the extent to which these new problems may
justify some of the possible responses. The operation of computer
systems may be protected automatically by anti-virus software and by
configurations that do not allow for the storage or installation of certain
forms of data, so solutions that involve intrusions upon the privacy of

employees may not be necessary."

,79 . DXD11) 2290 AWNND MDIWN SY NNNY DYPNN DIYSNND DN DPNINIV DIYINN PN .
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"... [T]he judges /magistrates and high administrative officials allowing
almost full Internet access... Access is controlled and modified using a
firewall by the system administrator. All employees have use of internal
e-mail and there is a general monitoring of the volume of e-mail in the

system but no individual e-mail is ever intercepted or read."”
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"The employer has to provide his workers with a readily accessible,
clear and accurate statement of his policy with regard to e-mail and
Internet monitoring. Workers need to be provided with full information
as to what specific circumstances would justify such an exceptional
measure and as to the breadth and scope of such monitoring. Elements of
this information should be: ... Reasons and purposes for which
surveillance, if any, is being carried out. Where the employer has
allowed the use of the company’s communication facilities for express
private purposes, such private communications may under very limited
circumstances be subject to surveillance... The details of surveillance

measures taken, i.e. who? what? how? when?...Details of any

.nodNNY 23 Npos 7!
.NvoNnY 16 Npos 2
3 Monitoring of workers is addressed in Article 6 (14) of the International labour office (ilo) code on
protection of workers data (1997) that workers should be informed in advance of reasons for monitoring,
time schedule, methods and techniques used and data to be collected.
™ Article 29 — Data Protection Working Party Working document on the surveillance of electronic
communications in the workplace 5401/01/EN/Final (Adopted on 29 May 2002) 14.
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enforcement procedures outlining how and when workers will be
notified of breaches of internal policies and be given the opportunity to

respond to any such claims against them. "
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: Filho and Jeffery v 0mn>1275 .0>7239 9nNv

“Moreover, once notice has been given - once the employees have been
led to expect that surveillance and processing might occur in the
circumstances stated in the notice, but not in any others - it could well
seem unfair and unreasonable for the employer to exceed these limits. So
any practices that go beyond what was set out in the employer’s notice

may also be held to be unlawful.” "’
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™ Supplementary guidance of the Information Commissioner's ‘Employment Practices Data Protection
Code'.

76 Australian Office of the Privacy Commissioner Guidelines on Workplace E-mail, Web Browsing and
Privacy (2000, online).

77 Roberto Fragale Filho and Mark Jeffery "Information Technology and Workers' Privacy: Notice and
Consent" 23(2) Comparative Labor Law and Policy Journal (2002) 551, 559.
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: Filho and Jeffery o»»xnwras .

"In questions such as those relating to surveillance at work, and to the
processing of employees’ personal data, the law might do well to
maintain this distinction, given that the privacy and human dignity of

citizens may be at stake." *

PRNRODNTY 9PN 1NN NDPN PTPTIV T, DXTAYNY OXTAW P D12MNN NHRNYD MY T .

NOW D) INT MY DX9D) DYV DYNMP MHVIPTN N0 OLINY .NPVIAT MO HY NN
PN D2IPNY NNO DT 7 NYTHY NNOON N DTN XN . NTIAY YONY NOIWN DY Iwpna
TOWN MIPYIN O0IN . TPNINIVN NDIDI YN DINMPY DY D)2 D) VN XN
I THY DIN NN PDYIY YTININ NPOND NPINKRD DI NIV XIN NYTH NNIDNN ITIN NP

Brmpin o0 NToaY noyna

ANPND NN, XODIN NOIWI IXRTN NYUNIN NONY P, NPVINA NYNAY NNOON , TIV) NNT
NYNAN 20 )10 NTNIYN MDD P10 DY, N2 VNN 120N 520D VIV INRD ,NONT I NYTH
IPIN GNR NININND . OO0 27131 N PYN NYAD JY NPIVIRD MIRIND , IWNRD vpann XN

NYTH NNO0N YW NMYnYn .wumona 1a many 7 nyTn” Nnoon N NYATI NPVISN NN Pmn
NN

O VITN YN N (YTRN XYIN) NPVIAD MDY D DMV DTRN YT
2 IVYOY DWNHDIYD |, YTIIN NP DNY DODNY ONX VYYNNY YT 2D NIINA
NYIPD W YRYTN NNIDNY NVIAN NN ... .DMOYWHY DITTND 1NI2YNY Nt HHON
NN DTN DY INVOY VIO . JD2IWD N1PDIS7T TNA N YPI DY W19
NOWON MYNYN NN 1220 YT DTRD IWUNRD P OIVAN DY NI MINVIND

. VPN

W PTY,NODNNN XYY DIWPRND INND 2IND DI NPVIAN NN PIND NPPNN OXIONY 100
SYONIND TIYNY 2Y DXV ThPNI, DMP SVOYN 28N PYY NIV PN DIVN 12 MINIY
11,2570 DIN N2IN MDN )N NN, PPOY NTIAY YONd2 TUNRD 28970 XID TD ThYHNI .M
DY272APNN OININ DY NNV, IMDT DY T DY DY NN DWW HI9PIN MNIN 1250 MY, o Dva

231795 MPIN NP POON TAYHNY 7o) “2INYTH 1NN NYITH DRIY NONY

% Roberto Fragale Filho and Mark Jeffery "Information Technology and Workers' Privacy: Notice and
Consent" 23(2) Comparative Labor Law and Policy Journal (2002) 551, 552.
49, YYPTN N0 NPVIS N Y

2007-3ownn (9 .on NPON) NPYIAN NN PIN XY P

118 wrnY vopLY Py Pa !

LT AN2Y 9N 03 PR 260 39 YT, 0OV INIW — 1nrya MMVRIN NN 3-247/3,229 =373 ¥7aT :Swns R %
02321 DI VLI - YW’ 1459/02 (PNIN) Y7y ;5 (IMYNYN DX PAN KD TAYNY N, TNYD 12010 R NN TWUN

.824 N5 yrr19 prya
.91 25 719 ,n1Ya DMVAYN DMV .Y NN - 99111 93 63-3 /98 yraT ?

97

98

.99


http://www.knesset.gov.il/Laws/Data/law/2101/2101.pdf
http://techlaw.haifa.ac.il/papers/privacy.pdf
http://www.law.uiuc.edu/publications/cll&pj/archive/vol_23/issue_2/FragaleJefferyQuestions23-2.pdf

26

NP, OXdYUND YODY XTI, TN PTN NP2 OT DY NYPANY NONYY NNOONN PX,NIPN 951 101
NON N0 MR WWNIAY

1153 DN Hv 1)
NINY TIN, MNPV INWYIY NYNAY 91222 NdIDN NYPANN D, ¥ap NP PTN marad 102
SITPVIDY TPMYHWN NPTHII I2YTH PR MY NN Y 1M1 P2 TH0)

NNPVLIID PMYNYN NPTND |, TIY , NN NYINN NIMY RIDIN NNIONN
IUN INYVT MYTIND 1PYY RONX L, (NPXONY 117 19X OX 2V71 DYPTIA 1N MdNY)
D»VIY DIPNIY MY KD RIMNDNY, GUNIAY MNDY 1YW AYT9a NT> DY 1aNd)

% Ny2Inn YW NNING NP TNPNA

P NON L, OWN IR ODI9 DO MO 1PN, NVINNN XIWI D7RYITD MYTIN 2D, 9N Tvnna 103
:DNN MNP DY 7NNOVY NIAYN

9DIN DOWN NXY OLIN 1DIN MY MYTINA 799 921710 PN NPMNN N1NIAN D)
NN NOON — DY NON NYTIND JPY P2 OMYNYN STAN PR IWYNI ;132 PIyD MN)
YOI P20 — (1KY THDNN XOD) NIV THON DY NP DSV NYNN ,Y0IN OV
NSV MNPY VDD NMTA NIXIND 7PN DI PPOYNNY ,INDYIY DIV DY NIDV

%1 MINNY

50N NYPIANNY NPXON — TOLIYN NN IWUNID TIYD NDI1D N1NX M0N0 Y521 Npmin 104
MYTINA PRY NPYDN DX2PN2) 7TNINI D1V DIMNY” MYTINA PRY DIVNI NNPVLINA NYND
JAVNY RN NNV NI ,/ININT NTIPI TNH DMV DIINYY

Y NPNIA 2N PN, TIYTI NYION NININ DX NIV NYY , MYV 9555 09N 72000 I M2 105
STAYTA NDY VI TN 110) PINAD ¥ NPV NYNON NN M INDINY HYNYTH MYTIN

DY NNIY D7 — DD, H9IYPN 2N P20 H7XIT NYTIN IX NNYY 1IN P2 MNAN NP 1PN 106
M 92Y, NN, NNPYN NO DR, VITV1IN MND IWPNDY , NNWN NIOVNI 1IT NND ,OND) N
JLLDMYPNNOINM DY PIN DY NNING NNND DYV TPOYIN 1T MNIAN .NNYYN DY MIDINND 7192
IMON MIAYNIND YN TIDY MO 1AW JDYI7 .7PINT DPXIT IYI), PN AMOY 290V | NON
PIN DY AMYPND ONNI TINND TN 1N N, WIYD DR PNRT OINPNIY MDD NIN NMMPTI
DY DTN OWA NNN TPINY DTN P2 NPNPHIY AV MMY ,5WND . ONMWYNN DY NNYWN
AUONN DY TING NN THRON NHRNDN NIRIDT MY POIIYY LITVIN INNI DY) .INYN 19N
oy TINOY DNNIY, DINNY DMPDY , DMNIIND PIYP DY TN IWAN DTN DY NNYPNN MININ

% DTNN

.nvvNNY ()26 Npos *
.Nv5NNY (M)26 Npos

77 v vopo P2 %



27

1OIN2 JPYY NPY NNYPN INM Y D ,MPOND IMN DD DN DIYOY 0MaTHv On oy (107
MNIA JOY MDY PITNNAN DNIVNIY T D, TP PTY, DNONX IND NIIRND INT 1D D NNovn
PIN NPIND NTYY MT NON DDA, DYND, T0  .APLI NYND S I NHN NI NNYPN

N9APN13 1 o) (V1IN INYN) OD3N PTN ATO NTIPO NPONDY PIND NYNNA NDIDN DV LIV

nyT mNNa. 72006-10wn , (P12 1PV 9Y2 DY YT R 1INDND DXNM ONIPY NNVYPN M
DONRNN2 DVAYNT Y YT DY NN NPVIIN NNNY NXYINN NININ NTYND NIV DY INNNY
: (MY NN PIND

DYOIN DX N OYNON [ NNYPN NNY NDA P DY HP N VITHVLD NONN Y
JTIVIN ONNY DN NIINRITY — VITVINI NYI) DY NYITIN NNPIYWI 1ND) DIPNIN
DV INDN NMIND MPPOPII X TINND DNIND NOVY , (1IN NOVN NWYNY TN

%1, M2 NP2 LITIVD HNNY YW .PINN NDIN MNIYI

PNYA DTN MM YAPNRN PTN N NNINKRD YNNIV, PTN PO DY THN MPA NN GRITNv) 108

OV P DIV APYN NN BY INRD , INPIOYN T Nyran N1 Nwnin v |, Copland
: ITI2YN DIPNA NNMPY MNIIVPINRN INYT NSV MMNY

"The Court recalls that the use of information relating to the date and
length of telephone conversations and in particular the numbers dialled
can give rise to an issue under Article 8 as such information constitutes an
'integral element of the communications made by telephone'... The mere
fact that these data may have been legitimately obtained by the College, in
the form of telephone bills, is no bar to finding an interference with rights

guaranteed under Article 8.”%
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"adequate, relevant and not excessive in relation to the purposes for which
they are collected and/or further processed;".
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"This principle means that data must be collected for a specified, explicit
and legitimate purpose and not further processed in a way incompatible
with those purposes. In this context the “compatibility” principle means, to
use an example, that if the processing of data is justified on the basis of the
security of the system, this data could not then be processed for another

purpose such as for monitoring the behaviour of the worker."'”
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1 Article 29 — Data Protection Working Party Working document on the surveillance of electronic
communications in the workplace 5401/01/EN/Final (Adopted on 29 May 2002) 14.
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"... [A]lmost any employer who has a computer system - even those in
relatively small organizations—is now much better equipped to
conduct surveillance than were the *Thought Police® in /984. At the
beginning of that novel, Orwell describes how the 'telescreen’, the
principal means of surveillance, allowed the state authorities to see and
hear almost everything that people did. But unlike modern employers,
if the Oceanan authorities did not wish to risk missing something, they

had to keep watching all the time.” '
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